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 Foreword 

These instructions on preparing and inspection of a 
safety report provide a checklists system for safety 
reports. The document can be seen as containing 
three main parts:

First part, the introductory chapter, describes the pur-
pose of safety reports and provides important definitions. 
This includes a useful definition of accident scenarios.

Second part, the guidelines chapter, provides back-
ground information on the content of the checklists 
(mostly questions in the complete category of the 
scoring system, although correct and credible could be 
found in the text), following the lists’ numbering. The 
user can easily find detailed explanation of the chapters 
(1-6) in the checklist by referring to the corresponding 
numbers in the guidelines (for example, Q 1.1.1 Is the 
general description of the region provided?). 

Third part, the literature, contains the list of useful 
references relevant for safety reports and inspections.

The document is designed as a supporting document 
to the SECTORAL CHECKLIST for preparation and 
inspection of a safety report in accordance with the 
UNECE Convention on the Transboundary Effects of 
Industrial Accidents and the EU Directive 96/82/EC 
(SEVESO II) by a consistent Checklist system pre-
sented in the separate document.

This checklist system has been prepared within a 
project on the evaluation of safety reports under the 
UNECE Convention on the Transboundary Effects 
of Industrial Accidents which was implemented with 
funds of the Advisory Assistance Programme for 
Environmental Protection in the Countries of Central 
and Eastern Europe, the Caucasus and Central Asia 

provided by the German Federal Ministry for the 
Environment, Nature Conservation and Nuclear Safety 
and managed by the Federal Environment Agency.

Any statements and opinions made are neither official 
statements nor opinions of the Ministry, nor can they be 
attributed to the managing agency. They solely reflect 
the opinion of the authors.

→ The present guidelines were prepared in cooperation with:
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R+D Sachverständige für Umweltschutz, 
Germany
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 1.	 Introduction, 
	 general principles and definitions 

Learning from major chemical accidents in the past, the 
international community took action to issue several 
regulations dealing with prevention of, preparedness for 
and response to major industrial accidents. In particular:

•	 UNECE Convention on the Transboundary 
Effects of Industrial Accidents1 

•	 OECD Guiding Principles for Chemical Accident 
Prevention, Preparedness and Response2 

•	 EU Directive 96/82/EC (SEVESO II)3, amended 
by Directive 2003/105/EC4.

Those regulations aim at the prevention of major acci-
dents which involve certain dangerous substances, and 
the limitation of their consequences for man and the 
environment, with a view to ensure high levels of pro-
tection throughout the whole international community in 
a consistent and effective manner.

1	 http://www.unece.org/env/documents/2006/teia/Convention%20E.pdf
2	 http://www.oecd.org/document/61/0,3746

,en_2649_34369_2789821_1_1_1_1,00.html	
3	 http://eur-lex.europa.eu/LexUriServ/LexUriServ.

do?uri=CELEX:31996L0082:EN:NOT	
4	 http://eur-lex.europa.eu/LexUriServ/LexUriServ.

do?uri=CELEX:32003L0105:EN:NOT	

The responsible handling of bigger amounts of hazardous 
chemicals requires a systematic approach on safety and 
accident control. This is efficiently laid down in a Major 
Accident Prevention Policy (MAPP), which basic princi-
ples are made operational by the measures of the Safety 
Management System (SMS). The SMS is a part of the 
overall management system; the whole system represents 
the safety culture. The core instrument to demonstrate that 
all measures are taken in a consistent way is the Safety 
Report (SR). The preparation, auditing and inspection of 
SRs are strongly facilitated using a consistent system of 
checklists, which is described below.

The following document is mainly based on the 
European “Guidance on the Preparation of a Safety 
Report to meet the Requirements of Directive 96/82/EC 
as amended by Directive 2003/105/EC (Seveso II)”5 and 
the German Guidance SFK-GS-24, “Outline of a major- 
accident prevention policy and a safety management 
system pursuant to Article 9 (1) a and Annex III of the 
“Seveso II” Directive”. 

5	 http://mahb.jrc.it/fileadmin/MAHB/downloads/guidance/id-23/guidance-
amended-by-2003-105-EC.pdf
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1.1 Purpose of a safety report 

→ WHY? 
Safety reports are intended to demonstrate that:

•	 A major accident prevention policy (MAPP) and 
a safety management system (SMS) have been 
put into effect;

•	 All major-accident hazards are identified 
and necessary measures have been taken 
to prevent such accidents and to limit their 
consequences for man and the environment;

•	 Adequate safety & reliability have been incor-
porated into the design, construction, operation 
and maintenance of any installation;

•	 Internal emergency plans have been drawn up, 
supplying information to enable the external 
emergency plan to be drawn up; and

•	 Information for land-use planning decisions has 
been given.

→ HOW? 
The safety report must include the following minimum 
data and information:

•	 Information on the MAPP and on the SMS;

•	 Presentation of the environment of the 
establishment;

•	 Description of the installation(s);

•	 Hazard identification, risk analysis and preven-
tion methods; and

•	 Measures of protection and intervention to limit 
the consequences of an accident.

The safety report may be combined with other 
reports produced in response to other legislation 
to form a single safety report in order to avoid 
unnecessary duplication or repetition of work.

WHO is to prepare a safety report? The operator is 
the one to submit the safety report to the competent 
authority and he has the responsibility to decide on the 
competence of the people and organisations involved 
in the preparation of the safety report. 

Relevant organisations entrusted with such tasks must 
be named in the safety report.

→ WHEN? 
The safety report must be submitted:

•	 In case of existing establishment, a defined 
period of time from the date the relevant 
legislation enters into force;

•	 In case of an establishment, which subsequently 
falls within the scope of this Directive, within 
one year after the date on which this Directive 
applies to the establishment concerned;

•	 In case of a new establishment a reasonable 
period of time prior to the start of construction 
or operation; and

•	 Without delay after a periodic or necessary review.

The safety report must be reviewed and, if necessary, 
updated:

•	 In a regular period, which is laid down in the 
respective regulations; or

•	 At the initiative of the Operator or at the request 
of the Competent Authority, where justified 
by new facts, new technical knowledge about 
safety or about hazard assessment; or
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•	 In case of a modification of a site, this means 
modification of the establishment, the installa-
tion, the storage facility, the (chemical) process, 
the nature of dangerous substance(s) or the 
quantity of dangerous substance(s). The deci-
sion whether these modifications would have an 
impact on safety and, therefore, would require 
a review of the safety report should be taken by 
using a systematic analysis such as for instance 
a screening method or a rapid ranking tool.

1.2 Definitions

The safety report should demonstrate that neces-
sary measures to prevent, control and limit the 
consequences of a possible major-accident have 
been put in place and are fit for the purpose.

1.2.1 Demonstrate

For this specific purpose, “demonstrate” is intended 
in its meaning of: “justify” or “argue the case” but 
not “provide an absolute proof”. In reality, the hazard 
identification, its associated risk analysis and the sub-
sequent decisions in regard to control measures are 
processes that are always characterised by a certain 
degree of uncertainty. As such, it is normally not pos-
sible to prove absolutely in the safety report that “all 
necessary measures” have been taken.

In addition, it should always be assumed that the 
Competent Authorities will take the information and 
conclusions in the report largely as presented, using 
professional judgement more generally to assess the 
credibility and logic of the conclusions reached in the 
report. An extensive in depth scrutiny or exhaustive 
examination is not envisaged in most cases.

Finally, the effective implementation of this principle 
is strictly dependent on the correct identification of all 

potential major accident hazards and proper selection 
and application of the necessary control measures for 
each of them.

From these considerations the following guidance may 
be derived:

•	 The operator shall expect professional judgment 
from the assessor of a safety report and should 
base its demonstration on this assumption;

•	 The demonstration must be “convincing”. 
This means that the rationale for deciding the 
completeness of hazard identification and the 
adequacy of the measures employed should be 
supported and accompanied by all assumptions 
made and conclusions drawn;

•	 The demonstration should provide evidence that 
the process was systematic which means that it 
followed a fixed and pre-established scope;

•	 The extent to which the demonstration is performed 
should be proportional to the associated risk.

1.2.2 All necessary measures

“Necessary measures” shall be taken in order to pre-
vent, control and limit the consequences of a possible 
major-accident. In the context of the assessment of a 
safety report it means that, in applying the identified 
measures, all risks of concern have been properly 
reduced according to current national practices.

A point to note is that, although the “necessary meas-
ures” are properly taken, some ‘residual risk’ will always 
be present.

The decision as to whether the residual risk 
is acceptable depends very much on national 
approaches and practices.
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Nevertheless there are some widely accepted support-
ing principles for this decision:

•	 The efficiency and effectiveness of the measures 
should be proportionate to the risk reduction target 
(i.e. higher risks require higher risk reduction and, 
in turn, more stringent measures);

•	 The current requirements of technical knowledge 
should be followed. Validated innovative technol-
ogy might also be used. Relevant national safety 
requirements must be respected;

•	 There should be a clear link between the adopted 
measures and the accident scenarios for which 
they are designed;

•	 Inherent safety6 should be considered first, when 
feasible (i.e. hazards should always be removed or 
reduced at source).

1.2.3 Prevent, Control and Limit

Prevent, control and limit can be defined as:

Prevent: to reduce the likelihood of occurrence 
of the reference scenario (example: automated 
system to prevent overfilling);

Control: to reduce the extent of the dangerous 
phenomenon (example: gas detection that reduces 
intervention time and may prevent major release);

Limit: to reduce the extent of the consequences 
of a major accident (e.g. through emergency 
response arrangements, bunding or firewalls).

6	 See reference [6] in literature part.

1.2.4 Major Accidents

The regulations aim at the prevention of major acci-
dents, which involve dangerous substances, and the 
limitation of their consequences to the man and the 
environment. As defined in Article 3 of the SEVESO II 
Directive, major accident means an

“adverse occurrence such as a major emission, 
fire, or explosion resulting from uncontrolled 
developments in the course of the operation of 
any establishment covered by this Directive, and 
leading to serious danger to human health and/
or the environment, immediate or delayed, inside 
or outside the establishment, and involving one or 
more dangerous substances.”

To qualify an accident as “major accident”, three criteria 
must be fulfilled:

•	 The accident must be initiated by an uncontrolled 
development;

•	 One or more dangerous substances must be 
involved; and

•	 The accident must lead to serious danger to 
human health, the environment, or the property.

Whereas the criteria “uncontrolled development” 
and “dangerous substance” are viewed as relatively 
unambiguous, the interpretation of “serious danger” is 
more controversial and reflects often national policies. 
However a “serious danger” might be connected with:

•	 Potential life-threatening consequences to one 
human (on-site and off-site);

•	 Potential health-threatening consequences and 
social disturbance involving a number of humans;
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•	 Potential harmful consequences to the environ-
ment at a certain (larger) extent; and

•	 Potential severe damage to property (on-site and 
off-site).

A major accident may be considered as a specific event 
(or a group of specific events) that is characterised by 
certain potential consequences.

In applying the criteria listed above a major accident 
may include those events involving dangerous sub-
stances that are often classified as “occupational 
accidents” (on-site) as well as those events that have 
effects outside the boundary of the establishment 
(off-site).

The description of measures should be limited to the 
explanation of their specific objectives and functions. 
Specific technical details should be provided within the 
safety report when this is necessary to demonstrate 
that the measures are sufficient, i.e. the measures 
have the required reliability and effectiveness, thus 
enabling the competent authority to come to appropri-
ate conclusions.

1.3 Practical consideration for 
safety reports

The overall approach followed should be properly 
described and explained. The level of demonstration 
should be proportionate to the extent of potential 
consequences and the complexity of the installation/
process/systems involved. Preparation is the sole 
responsibility of the operator. The Competent Authority 
has no responsibility for the content.

One of the main elements of the safety report is the 
definition of reference accident scenarios. These sce-
narios normally are the basis for demonstrating that the 
necessary measures are adequate. For this purpose, 
the scenario description should be structured and evi-
dence provided to highlight the consistency between 
the scenario selected and the measures taken.

The safety report should be of a summarising character, 
in which the information provided is limited to its rel-
evance in regard to major-accident hazards. However 
the information should be sufficient to demonstrate that 
the requirements with regard to major accident hazards 
have been met and allow the competent authority to 
come to justified conclusions.
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1.4 Defi nition of “accident scenario”

In general, main elements presented in fi gure 1 repre-
sent a basis for the accident scenarios.

* Figure 1 Development of accident scenarios

For example, an existing storage tank for ammonia 
developed an overpressure through the impact of 
thermal radiation. A possible following scenario is the 
release of this toxic substance over a safety relief 
valve. The safety relief valve is the limiting condition 
for the necessary calculation of the dispersion of this 
loss of containment to the neighbourhood. Without the 
safety relief valve the whole containment of the tank 
must be take into account.

For the specifi c purposes of safety reports, a sce-
nario is always an undesirable event or a sequence 
of such events characterised by the loss of con-
tainment (LOC) or the loss of physical integrity and 
the immediate or delayed consequences of this 
occurrence.

1.5 Essential elements of a safety report

The essential elements of a safety report are (illustrated 
in fi gure 2) logically grouped in three main parts:

• Organisation and policy part;

• Descriptive part;

• Operative part.

* Figure 2 Elements of safety reports

Limiting Conditions

Scenario A

Scenario B

Scenario C

Developments
A, B, C

Existing SystemExisting System

Measures of protection

ORGANISATION & 
POLICY PART

DESCRIPTIVE PART

OPERATIVE PART

Information on the 
management system 
(MAPP, SMS)

Environment

Hazardous installations
 “screening”

Critical elements of 
installations / scenarios
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An essential and extensive part of a safety reports is 
the central box, which refers to the description of the 
establishment, its surrounding, the hazardous installa-
tions and the critical scenarios which could lead to a 
major accident.

In this case, the description of the different sections 
is expected to be characterised by a different level 
of detail depending on the relevance of the involved 
topic to the purpose of the safety report. A suggested 
general approach is illustrated in fi gure 3.

* Figure 3 Content of the descriptive part of a safety  
      report vis-à-vis the level of detail

In the descriptive part of safety reports, establishments 
can be described in a low level of details, whereas the 
parts of report describing risks and possible emergency 
scenarios should provide high level of details.

AREA OF INFORMATION

LEVEL OF DETAIL

Establishment Low

Critical parts 
scenarios

High

Hazardous installation(s)
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 2. SCL guidelines 

2.1. SCL description of the environment 
and site

The description of the environment is important to 
estimate possible interaction between the plant and 
the environment. Please note that use of maps, indi-
cated under Q 1.1.1, depends on the individual case if 
multiple information is given in the same document. In 
principle, it is a matter of required level of detail, but it is 
probably unwise to use large scale maps (e.g. such for 
land use patterns) to contain information on installation 
details.

2.1.1 Description of the environment

An introductory section should contain general infor-
mation on the establishment, i.e.:

•	 Purpose of the establishment;

•	 Main activities and production;

•	 History and development of the activities, including 
the status of authorisations for operations already 
agreed and/or granted;

•	 Number of persons working at the establishments 
(i.e. internal and contractors’ personnel, specifying 
working times, possibility of visitors, etc.);

•	 General statements characterising the establish-
ment with respect to its main hazards as regards 
relevant substances and processes. 

Q 2.1.1.1 Is the general description of the region 
provided?

The description of the location of the establishment should 
contain data on topography and accessibility to the site 
at a degree of detail commensurate with the extent of 
the hazards and the vulnerability of the surroundings. 
For example, if an establishment represents hazard for 
the aquatic environment only, as assessor would not 
expect great detail in the description of topography, but 
in the hydrology and hydrogeology. The description of the 
natural environment and the surroundings of the estab-
lishment should be detailed to an extent proportionate to 
the hazard. If for example the negative consequences for 
the worst case scenario have been estimated to spread 
at approximately 500 m, the scale of the maps should 
not be more than 1:5000. It should demonstrate that the 
natural environment and surrounding activities have been 
sufficiently analyzed by the operator to identify both the 
hazards that they pose to safe operation and the vulner-
ability of the area to the impact of major accidents.

The level of description details must correspond to the 
potential hazards. If hazard by flooding from nearby 
river is indicated, topographic details like contour lines 
or differences in altitude are needed. On the other hand, 
such information will be necessary in order to estimate 
a possible contamination of the river through a loss of 
containment at the plant. A difference in altitude of a few 
meters could be important if a liquid is stores, whereas few 
meters altitude could be insignificant if gas(es) are stored, 
for the calculation of the dispersion in the case of loss of 
containment.  

The topographic maps submitted should be of an adequate 
scale and should include the establishment as well as all 
development in the surrounding area within the impact 
range of the accidents identified. The scale of the maps 
must be indicated; different scale maps may be necessary 
when long distance effects are foreseeable.
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Q 2.1.1.2 Is the description of the land-use situa-
tion provided?

On the maps the following elements must be indicated: 
the land-use pattern (i.e., industry, agriculture, urban 
settlements, environmentally sensitive locations, etc.), 
the location of the most important buildings, infrastruc-
ture elements (i.e., hospitals, schools, other industrial 
sites, motorway and railway networks, stations and 
marshalling yards, airports, harbours, piplelines, etc.) 
and access routes to and from the establishment.

The land-use pattern of the area surrounding the estab-
lishment may be presented according to the specification 
of the official land-use plan of the greater area.

In more detail, relevant information in this respect 
should be supplied on:

•	 Inhabited (residential) areas (e.g., description of 
the areas including population densities);

•	 Establishments frequented by the general 
public, meeting points (regular or occasional) 
and recreation areas (e.g. swimming beaches, 
outdoor life areas etc.);

•	 Public utilities possibly affected (electricity, gas, 
telephone, water, sewers and treatment plants, 
groundwater supplies, etc.);

•	 Industrial activities external to the establishment 
(i.e., relative distance, nature of their activity, 
limitations they may impose in terms of access 
in emergency cases or infrastructure etc.); and 

•	 Traffic routes and major transportation centers 
(i.e., roads, railways, waterways, ports, airports, 
marshalling yards, etc.).

Q 2.1.1.3 Are the special sensitive sites both man-
made and natural identified?

In more details, relevant information in this respect 
should be supplied on:

•	 Sensitive public buildings (schools, hospitals, etc.);

•	 Conservation areas or similar, ecologically 
vulnerable or sensitive areas (e.g. used for 
reproduction of specific species); areas of spe-
cial environmental interest, i.e., natural protected 
areas, protected fauna and flora species, sensi-
tive ecosystems, areas of outstanding natural 
beauty, etc.

Q 2.1.1.4 Are potential natural hazards described?

As the natural environment of an establishment may 
present potential hazard sources and may influence the 
development and consequences of an accident, data 
will be needed for the description of these relevant envi-
ronmental factors. In general, this type of data includes:

Meteorological data,  
such as:

•	 Average and maximum 
levels of precipitation 
(rain, snow, hail);

•	 Thunderstorm severity;
•	 Lightning probability;
•	 Indices or values on 

humidity, fog, frost;
•	 Winds (values for direc-

tion, speed);
•	 Stability classes; and
•	 Maximum and minimum 

recorded temperatures.

Geological, hydrological 
and hydrographical site 
data such as:

•	 General geological 
	 context;
•	 Type and conditions of 

the ground/underground;
•	 Seismic data; and
•	 Flooding (including run-

off water due to flash 
flooding) and landslide 
likelihood.
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2.1.2 Description of the site

An introductory section should contain general infor-
mation on the establishment, i.e.:

•	 Purpose of the establishment;

•	 Main activities and production;

•	 History and development of the activities, 
including the status of authorisations for 
operations already agreed and/or granted;

•	 Number of persons working at the establishments 
(i.e. internal and contractors’ personnel, specifying 
working times, possibility of visitors, etc.);

•	 General statements characterising the estab-
lishment with respect to its main hazards as 
regards relevant substances and processes. 

The lay-out of the establishment as a whole and of its 
relevant installations should be clearly presented on 
adequately scaled plans. Relevant diagrams and/or 
images of particular sections or equipment should be 
presented in an appropriate larger scale.

Following questions from the checklist are covered by 
the description provided below:

Q 2.1.2.1 Is a detailed site plan provided?

Q 2.1.2.2 Are the main activities carried out on site 
described?

Q 2.1.2.3 Is the technical infrastructure described?

Q 2.1.2.4 Is the list of safety critical systems and 
equipment enclosed?

The lay-out should adequately identify installations and 
other activities of the establishment including:

•	 Main storage facilities;

•	 Process installations;

•	 Location of relevant substances and their quantities;

•	 Relevant equipment (including vessels and pipes);

•	 Spacing of the installations and their main sections;

•	 Utilities, services and internal infrastructure 
equipment;

•	 Location of key abatement systems;

•	 Location of occupied buildings (with an indication 
of the n° of persons likely to be present); and

•	 Other units if relevant for the safety report 
conclusions.

Other site specific natural 
factors such as:

•	 Surface and groundwa-
ter location values;

•	 Water quality and uses;
•	 Forests nearby 
	 (forest fire);
•	 Shore and marine envi-

ronment data.
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2.2. SCL main activities and products for 
single installations

The installations of an establishment to be submitted to 
risk analysis have to be selected through a screening 
method. The selection could follow the threshold crite-
ria for hazardous substances as given e.g. in German 
Guideline KAS-11, the ARAMIS project methodology 2 or 
other suitable indicators like the comparison of storage 
amount or flow rate with the threshold value of toxic 
substances. The Safety Management System (SMS) 
should provide the necessary objectives and approach 
basics. 

Those installations, which have not been selected 
through this preliminary analysis, will not be 
considered as an essential element of the safety 
report. For this reason, this part of the analysis 
is particularly sensitive in terms of the following 
outcomes of the safety report study3.

The result of this screening process should be indicated 
in a separate form in the safety report, e.g. a list of 
the installations and activities of concern or a specific 
indication in the respective maps.

1	 KAS-1 Richtwerte für sicherheitsrelevante Anlagenteile (SRA) und sicher-
heitsrelevante Teile eines Betriebsbereiches (SRB), http://www.kas-bmu.de/	

2	 More information on the ARAMSI project methodology can be found at:
	 http://mahb.jrc.it/fileadmin/ARAMIS/downloads/wp1/ARAMIS_scenario_

appendix02.pdf 
	
3	 The ARAMIS project Method to associate critical events and relevant 

hazardous equipment can be found at: http://mahb.jrc.it/fileadmin/ARA-
MIS/downloads/wp1/ARAMIS_scenario_appendix03.pdf. The ARA-
MIS project could be recommended for all the hazard identification 
processes.	

Q 2.2.1 Is the technical description of the installa-
tion provided?

The description of hazardous activities (processes/
storage) and equipment parts shall indicate the pur-
pose and the basic features of the related operations 
within the establishment, which are important to safety 
and may be sources of major risks. This should cover:

•	 Basic operations;

•	 Chemical reactions, physical and biological 
conversions and transformations;

•	 On-site interim storage;

•	 Other storage related activities i.e. loading-
unloading, transport including pipe work, etc.;

•	 Discharge, retention, re-use and recycling 
or disposal of residues and wastes including 
discharge and treatment of waste gases; and

•	 Other process stages, especially treatment and 
processing operations.

Q 2.2.2 Are the operating procedures for the safety 
of important installation defined for normal and 
abnormal operations?

Q 2.2.3 Is the process control concept described?

Q 2.2.4 Are the protective systems described?

Sufficient information should be provided in the safety 
report to allow the competent authorities to assess 
the adequacy of the controls in place or foreseen in 
the hazardous installations identified through the 
screening process. Reference can be made to other, 
more detailed documents available to the authority on 
request and/or on-site (the “underlying documents” is 
mentioned in the section about the SMS below).
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The safety report does not need to contain information 
on structural characteristics and other design data of 
the storage or process installation handling the danger-
ous substances like detailed engineering drawings of 
single devices, but summarizing descriptions, covering 
certain relevant topics, such as:

•	 Choice of materials important to safety;

•	 Foundations;

•	 Design of equipment under high pressure or 
temperature and their supports;

•	 Size;

•	 Stability (static calculations, conditions and 
load-bearing capacity of the ground); and

•	 Design against external events.

Q 2.2.5 Are the design standards of the equipment 
included in technical description?

Q 2.2.6 Does the technical plant design for the 
safety important installation comply with sub-
stances and operating conditions?

Where equipment is built to a specific standard, this 
standard should be named, together with its date and 
an indication of the validity for the intended purpose 
made where this is not evident.

The descriptive part of the safety report with respect to 
the safety relevant sections of the establishment (the 
identified hazardous installations) should mainly pro-
vide an outline description of the procedures for safe 
operation in all process stages, which includes:

•	 Measures for operations (e.g., normal running, 
shut-down and start-up, exceptional operations, 
emergency and safety procedures), and

•	 Specific precautions during storage, transport 
or handling because of specific characteristic of 
the substance (e.g., protection from vibration or 
from ambient humidity).

A preliminary analysis should identify the safety rel-
evant sections of the establishment. These sections 
(installations) are usually characterized by the quantity 
and the intrinsic properties of dangerous substances 
and/or the processes involved and hence constitute 
the parts of the establishment requiring more detailed 
hazard analysis. The analysis can be accomplished 
using a variety of hazard screening methods.

Q 2.2.7 Are diagrams available which display 
equipment and process flow?

Q 2.2.8 Are documents about the classification of 
instrumentation available?

The safety report should in this respect contain a detailed 
description of the safety relevant sections and of the 
systems and components that are important for safety. 
The description should allow easy identification of:

•	 Those parts of the process or installation 
containing dangerous substances and their 
location;

•	 Those parts of the establishment involving 
hazardous processes;

•	 Elements serving safety relevant functions, i.e., 
prevention, control and mitigation measures;

•	 Elements capable of initiating a major accident; 
and

•	 Inter relationship between different installations/
parts of installations.
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2.3. SCL dangerous substances

The safety report should give information on types 
and quantities of dangerous substances to which the 
Convention or the Directive applies at the establish-
ment. The substances can fall into any of the following 
categories:

•	 Raw materials;

•	 Intermediate products;

•	 Finished products;

•	 By-products, wastes and auxiliary products; or

•	 Products formed as a result of loss of control of 
chemical processes.

Q 2.3.1 Is the inventory of hazardous substances, 
which are present under normal conditions 
provided?

Q 2.3.2 Is the maximum quantity or production of 
hazardous substances, which are present under 
accidental conditions provided?

For the relevant dangerous substances in concern, data 
to be provided should include:

•	 Type and origin of the substance (i.e. CAS 
Number, IUPAC Name, GHS classification, 
commercial name, empirical formula, chemical 
composition, degree of purity if relevant, the most 
important contamination, etc.).

For the dangerous substances in concern, data to be 
provided should include:

•	 Physical and chemical properties (i.e. characteris-
tic temperatures and pressures, concentration and 
phases at normal and at the onset of abnormal 
conditions, equilibrium data and operation 
curves if relevant, thermodynamic and transport 
properties, data on phase changes, flash points, 
ignition temperatures, combustibility of solids, 
spontaneous- ignition temperatures, explosion 
limits, thermal stability data, data on reactions and 
their rates, decomposition etc.).

For the eligible dangerous substances, data to be provided 
should include:

•	 Toxicological, flammability and explosive charac-
teristics (i.e. toxicity, persistence, irritant effects, 
long-term effects, synergistic effects, warning 
symptoms, effects to the environment, ecotoxic 
data, etc.);

•	 Substance characteristics under loss of control of 
process or storage conditions (e. g. information on 
possible transformation into new substances with 
other properties of toxicity, degradability etc.);

•	 Others (e.g. corrosion characteristics in particular 
relating to the containment. material).

The later two only when relevant for the safety report 
conclusions or specifically addressed there.
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* NOTE:

Some information may be found in safety-data sheets 
(including maximum permissible working concentra-
tions, reference to guidelines for health at working 
place, methods and means to detect their presence in 
the workplace and/or in the case of loss of containment, 
etc. Data on accidental release threshold levels may 
be taken from literature, national recommendations or 
dedicated studies.

The selection of the appropriate category of sub-
stances according to Annex 1 of the Convention or the 
SEVESO II Directive is sometimes not easy and should 
be addressed in the safety report.

The estimation of the quantity of substances present 
in the installation has to be shown in the safety report, 
including the application of the summation rule if 
required.
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2.4. SCL identification of hazards, risk 
assessment and preventive measures

The main elements in any risk analysis process are as 
follows:

•	 Hazard identification;

•	 Accident scenario selection;

•	 Scenarios’ likelihood assessment;

•	 Scenarios’ consequence assessment;

•	 Risk ranking; and

•	 Reliability and availability of safety systems.

Q 2.4.1 Is the adopted approach for the applied risk 
analysis described and does it correspond to the 
national requirements, if defined?

Q 2.4.2 Does the risk analysis cover the entire 
facility?

Q 2.4.17 Is the used applied risk analysis consistent?

With regard to the hazard identification, a range of 
methods exists for systematic assessments4, which are 
selected depending on the complexity of the individual 
case. Furthermore the level of detail required depends 
on the intended use of the accident scenario.

Essential parts of the hazard identification are indications 
on the identification methods used, the scope of the analy-
sis and related constraints. The identification of hazards is 
followed by designation of reference accidence scenarios, 
which form the basis for determining whether the safety 
measures in place or foreseen are appropriate.

4	 For example – hazard and operability studies (HAZOP), failure modes and 
effects analysis (FMEA) or “What-If” checklists.	

Q 2.4.3 Are the accidental scenarios described, 
including the criteria and the process of their 
selection?

Q 2.4.4 Is the probability of the major accident 
scenarios assessed?

Major accident scenarios may serve different purposes, 
for example:

•	 To demonstrate that, in practice, a particular 
scenario no longer presents a major-accident 
hazard due to the measures in place;

•	 To demonstrate that the extent of the effects of 
a particular scenario have been limited due to 
the protective measures in place;

•	 To demonstrate the efficiency and the effective-
ness of mitigation measures put in place;

•	 To establish whether the activity should be 
considered as unacceptable; or

•	 To establish whether further mitigating meas-
ures, which are specifically relevant within the 
safety report’s scope, are necessary.

Scenarios’ likelihood assessment

For the scenarios’ likelihood and consequence assess-
ment, which are essential steps in the risk analysis 
process, quite different approaches can be followed. 
These assessments make use of methodologies that 
are generally subdivided into different categories, in 
particular:

•	 Qualitative – quantitative;

•	 Deterministic – probabilistic.
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Qualitative/Quantitative assessments 

The likelihood of occurrence and the consequences of 
a major accident scenario could be assessed either:

•	 In qualitative terms using ranges, for example 
highly likely to extremely unlikely for likelihood, and 
very severe to negligible for consequences; or

•	 In (semi) quantitative terms by providing numeri-
cal figures (e.g. occurrence per year, number of 
fatalities per year).

In general, the choice of either a qualitative or quantitative 
approach is strongly influenced by the specific safety cul-
ture philosophy within each individual country. Moreover, 
it is based on the level of detailed information and data 
available and the level of rigour and confidence required 
for regulatory acceptance. The depth and type of risk 
assessment is likely to be proportionate to the nature of the 
major accident hazards presented by the site, the extent 
of the possible damage, the complexity of the process and 
activities and the difficulty in deciding and justifying the 
adequacy of the risk control measures adopted.

The nature of the simpler qualitative approach is that it can 
act as an indicator of risk but does not constitute its numeri-
cal characterisation. A detailed quantitative analysis requires 
correct and reliable data, which are often not available. In 
this circumstance, the adoption of a phased approach could 
be a reasonable strategy. Such an approach usually starts 
with a qualitative assessment at a system/installation level, 
which is then used as the initial screening process. Once 
this assessment has been performed, the results could be 
analysed to decide whether or not a more thorough quanti-
tative analysis would be necessary.

For consequence assessment, normal practice suggests 
that, certain quantitative considerations are virtually 
indispensable (e.g., threshold limits, isorisk curves etc.), 
especially in the case of high risk/consequence scenarios. 

This often is necessary for activities related to emergency 
planning and land-use planning.

Deterministic/Probalistic assessments 

In the deterministic approach the safety assessment 
assumes that a scenario has been selected and all neces-
sary facts about the scenario are known. The uncertainty 
associated with the likelihood of the occurrence is implicitly 
considered in the scenario selection process.

The deterministic approach is associated with conse-
quence-based decision criteria and it is often related to 
the use of qualitative terms.

The probabilistic approach is associated with a numerical 
account for the likelihood and consequences of possible 
accident sequences in an integrated fashion (“risk-based” 
methodology).

The methodologies currently in use do not always fall under 
one of these two general categories, but might belong to a 
combination of the two. For instance, for some methodolo-
gies, a deterministic approach can be used for the selection 
of significant scenarios (“worst case” approach) whilst a 
probabilistic approach could be used for the assessment 
of safety measures’ efficiency and for the definition of a 
risk reduction strategy. Especially some considerations 
concerning rare initiating events (e.g. intentional attacks) 
or specific forms of consequence (e.g. environmental) may 
be subject to qualitative description only.

A proposed identification of qualitative description a possi-
ble (semi) quantitative classification is given by frequency 
classification from F.P. Lees “Loss prevention in the pro-
cess industries”5.

Please note that those classifications are a common 
convention by the scientific community only. The value 
classification should be settled by national regulation.

5	 See reference [39] in literature part.
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Qualitative/quantitative probability relation, see [39]

Description of major-accident scenarios

The safety report shall demonstrate the adequateness 
of the measures taken by the systematic identifi cation 
of possible major-accident scenarios and their initiating 
events (causes). The scenarios are normally based on 
the assumption of loss of the safe containment (LOC). 
However, not all scenarios are necessarily of the LOC 
– type, e. g. self- decomposition, and the subsequent 
start of fi re or explosion may also be of relevance in 
such cases.

A structured approach to scenario selection is a crucial 
step in the overall analysis. The safety report should, 
therefore, outline the principles and procedures fol-
lowed (see SMS) to determine the scenarios. In doing 
so, events which are documented in accident data-
bases, near-miss recording, safety alerts and similar 
literature must be reviewed when drawing up the list of 
scenarios and appropriate lessons learnt incorporated 
(historical accident analysis).

A major-accident scenario for the purposes of the 
safety report usually describes the form of the loss of 
containment specifi ed by its technical type e.g.:

• Vessel rupture

• Pipe rupture or

• Vessel leak etc.

And the triggered event, namely:

• Fire;

• Explosion; or

• Release of hazardous substance(s).

Q 4.5 / Q 4.6 Does the Safety Report contain a 
detailed description of the possible internal / exter-
nal causes that might lead to an accident scenario?

Q 4.7 Are the anticipated consequences of a major 
accident described in the Safety Report?

Q 4.12 Do the assumptions inside of the described 
scenarios fi t the reality?

The “bow –tie” diagram can be used to describe major-
accident scenarios to include underlying causes:

* Figure 4 Bow tie diagram
Ca

us
es

Measures

LOSS OF 
CONTAINMENT

Event classifi cation      Frequency (event/year)

Probable       > 10-1
Fairly probable       10-2 ÷ 10-1
Somewhat unlikely      10-3 ÷ 10-2
Quite unlikely       10-4 ÷ 10-3
Unlikely        10-5 ÷ 10-4
Very unlikely       10-6 ÷ 10-5
Extremely unlikely      < 10-6
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The centre of the diagram is the loss of containment 
event (‘top event’). The bow-tie left depicts the overall 
possible causes, which could lead to the occurrence of 
the top event. The vertical bars refer to the measures 
that are put in place to prevent the release of danger-
ous substances by including also measures to control 
escalation factors. The bow-tie right side describes the 
development of possible outcomes resulting from the 
top event. The vertical bars in the bow-tie right side 
refer to the measures to prevent/mitigate that the top 
event could not cause harm too the men, the environ-
ment and the installations.

The following non-exhaustive list provides the most 
relevant event types that describe the consequences 
of the top event development (outcome):

•	 Pool fire;

•	 Flash fire;

•	 Tank fire;

•	 Jet fire;

•	 VCE (vapour cloud explosion);

•	 Toxic cloud;

•	 BLEVE (boiling liquid expanding vapour explosion); or

•	 Soil/air/water pollution.

A point to note is that these events may occur in:

•	 Process units;

•	 Storage units;

•	 Pipe work;

•	 Loading/unloading facilities; or

•	 On-site transport of hazardous substances.

The hazardous substances may be present under 
various physical conditions (temperature, pressure, 
aggregate form). The safety report must demonstrate 
that, of these possible scenario elements, the relevant 
scenarios were chosen. The selection may follow strat-
egies such as:

•	 Event likelihood;

•	 Consequences; and

•	 How comprehensive or representative the scenario is.
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Initiating causes

For some types of scenarios it is necessary to consider 
the causes of the potential accident, like:

Operational causes are determined according to the 
methodology chosen, at least the following should be 
considered:

•	 Physical and chemical process parameters 
limits;

•	 Hazards during specific operation modes (i.e., 
start up/shut down);

•	 Failure of containment;

•	 Malfunctions and technical failures of equip-
ment and systems;

•	 Knock-on effects from other equipment;

•	 Faults of utilities supply;

•	 Human factors involving operation, testing and 
maintenance;

•	 Chemical incompatibility and contamination; and

•	 Ignition sources (electrostatic charge, etc.).

Internal causes

Internal causes may be related to fires, explosions 
or releases of dangerous substances at installations 
within the establishment which the safety report covers 
and affecting other installations leading to a disruption 
of normal operation. (e.g. the fracture of a water pipe 
in a cooling tower, thus leading to a disruption in the 
cooling capacity on site).

External causes

External causes to be considered are mainly:

•	 Impact of accidents (fire, explosions, toxic release) 
in neighbouring establishments (Domino effects) 
and other third party activities and transportation 
networks;

•	 Transportation of dangerous substances off site 
(i.e. roads, railways, pipelines, shipping, oil or gas 
ports, air, etc.);

•	 Functional interdependence with the installations 
of neighbouring activities;

•	 Pipelines or other common utilities, Transport 
networks and centres (public roads, railway lines 
or airports close to the installation and/, or estab-
lishment; and

•	 Natural hazard sources like precipitation (extreme) 
(rain, snow, hail), wind, thunderstorms, lightning, 
floods, landslide, seismic activity, etc. (Natural 
Hazard Triggering Technological Disasters 
- NATECH).

Plant security

The effect of possible intentional acts that could 
affect plant safety should also be taken in the proper 
consideration. In a first screening step the possibility 
of intentional act are assessed. If this gives a posi-
tive result a full security analysis may be carried out. 
For screening and security analysis see e.g. German 
Guideline on Combating Interference by Unauthorised 
Persons6.

6	 SFK-38 Combating Interference by Unauthorised Persons, 
	 http://www.kas-bmu.de/
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Other accident causes

Other accident causes may be related to design, 
construction and safety management; these causes 
may concern also plant life cycle management, com-
missioning, decommissioning, equipment or process 
modifications, work permit system, maintenance, etc.

The conditions under which accidents occur

The ’top event’ and the related causes constitute what 
is often called the “fault tree” or left- hand side of the 
“bow –tie” (see figure 4). In the figure 5 below this is 
shown in a schematic form:

Figure 5 Example of fault tree

The example shows a hypothetical “unrestricted” 
event. To decide on the scenario likelihood usually the 
efficiency of technical measures and human interven-
tion (‘measures’) is taken into account.

Incorrect Sensor Over�lling causes 
overpressure

Direct cause: 
Catastrophic rupture 
of the vessel due 
to overpressure

Top event: 
Release of hazardous 
substances

Pump failure

Internal 
combustion

OR

OR OR

AND

Design Error

Sensor Error

Wrong Transmission

Flammable Mixture
Ignition

}

}

}
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Q 4.8 Is it outlined which measures have been 
implemented for loss prevention of the identified 
major accidents?

Q 4.14 Does the probability of the major accident 
scenarios comply with the preventive measures?

An overall typology of measures could distinguish 
between those being (functioning) permanent, 
independent of the state of the process (all passive 
measures are permanent), and those being activated 
by the state of the process. The latter measures can 
either disable actions (interlock systems, preventing 
certain actions from being performed, e.g. safe operat-
ing envelopes for processes) or initiate one or more 
actions (e.g. opening of a relief valve or emergency 
shut down).

Activated measures always require a sequence of 
detection – diagnosis – action. Using hardware, soft-
ware and human action as building blocks alone or in 
combination can perform this sequence.

The following figure 6 shows the schematic role of 
measures in the fault tree.

Figure 6 Schematic role of measures in the fault tree

A more detailed classification can be specified as 
follows:

•	 Passive hardware measures (no actuation mecha-
nism required to fulfill its safety function; e.g., a 
retention bund round a tank, enclosure designed for 
total containment or with elevated stack); passive 
hardware measures have a relatively high level of 
availability;

•	 Active hardware measures require external source of 
energy to fulfill the safety function but operating with-
out human intervention, e.g. automatic shutdowns, 
emergency cooling systems;

•	 Passive behavioural measures behaviour consisting 
of staying away from defined areas, refraining from 
touching or modifying parts of the plant, and this 
behaviour alone constitutes the measure without 
any hardware being involved e.g. safety distances, 
exclusion areas, no smoking area;

•	 Active behavioural measures behaviour consists 
of acting in defined ways whilst interacting with the 
dangerous part of the plant, and this behaviour alone 
constitutes the measure without any hardware being 
involved, e.g. evacuation in case of toxic or fire alarm, 
safe working methods when handling chemicals.

Flammable 
Mixture

Measures 
(e.g. special 
electric equipment, 
inert atmosphere)

Internal 
combustion

Direct event cause: 
catastrophic rupture 
of vessel due to 
overpressureIgnition

There is no common approach concerning which type of 
measures should be taken into account for the selection 
of scenarios and passive measures are almost always 
considered to be effective. In principle, active hardware 
or mixed measures may be taken into account as well, 

when demonstration is made through the safety 
report of good effectiveness and reliability. The 
decision may also relate to a legal framework 
that mandates the presence of certain meas-
ures. Human intervention (=behavioural meas-
ures) as the only means of protection usually is 
not given credit in this respect.
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Q 4.9 Are the endpoints for toxic effects, heat radia-
tion and pressure peaks described?

Q 4.10 Is the physical and chemical behaviour 
under normal conditions of use described?

Q 4.11 Have the potential undesired side reactions 
and products been identified?

Q 4.13 Is the calculation of the scenario dimensions 
done by approved models?

Q 4.15 Are the choice of limitations for toxic effects, 
heat radiations and pressure peaks given?

Q 4.16 Are the assumptions for presence of pos-
sible victims understandable and reasonable (ref. 
to scenarios)?

Q 4.18 Are the accident parameters given to calcu-
late the scenarios by another party?

Assessment of the extent and severity of the con-
sequences of identified major accidents

The assessment of accident consequences to people 
and the environment is essential in several steps of the 
overall risk assessment process and the safety report 
should summarise and document the conclusions of 
this assessment step.

Within a safety report, the consequence assess-
ment will be used for two different types of decision 
processes:

•	 Consequence assessment constitutes an indis-
pensable part of the systematic risk assessment 
aimed at the identification and establishment of 
technical/organisational safeguards to prevent 
major-accident hazards and to mitigate accident 
consequences, or to evaluate the efficiency and 
adequacy of the protective measures taken;

•	 Consequence assessment also describes the 
outcomes of specific accident scenarios selected 
in order to provide information especially for 
external emergency planning and land use plan-
ning around establishments. The results of this 
assessment should be presented in the form of 
“maps, images and descriptions”.

For the first type of process, the assessment may be 
carried out in a qualitative way only and without any 
calculation (in the strict sense, not in the meaning of 
“estimation”) of effects. Such an approach is often 
adopted for assessing the adequacy of existing or 
proposed measures or safeguards; for this type of 
approach only in exceptional situations (e.g. if the 
measure is very expensive) would a more comprehen-
sive consequence assessment be considered.
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If the consequence assessment has the character of a 
more complete calculation it requires a procedure that 
is some form of detailed modeling. In general, mod-
eling the consequences of major accidents is based on 
several inputs such as for instance:

•	 The physical and hazardous properties of the 
substances in question (flammability, toxicology, 
etc.);

•	 Emission potential (thermal radiation, 
overpressure);

•	 Release characteristics (amount, phases, 
conditions etc.); and

•	 Weather conditions.

The foundation of modeling of this type is again a 
specific set of reference scenarios. In this case it is 
the right side of the “bow-tie” that serves as the start-
ing point. For this assessment measures to limit the 
consequences (= mitigation measures) are taken into 
account (and mitigation measures may also be identi-
fied as a result of the assessment).

The following figure 7 shows this part of the bow-tie, 
usually called the “event tree”.

Figure 7 Event tree

Results of this modeling exercise are expressed in 
terms of severity of (potential) impact. For safety 
reports, potential impact is commonly defined in terms 
of human health, although relative property or environ-
mental damage may also be presented.

Two main approaches are used to measure severity of 
impact:

•	 The damage Probit curve;

•	 Fixed damage thresholds.

The Probit curve approach considers the impact on 
a vulnerable receptor (e.g. a human being) over time 
and relates this impact to a probability that certain 
damage (physiological or material) will occur, given 
a specific level and time of exposure. In contrast, the 
fixed threshold approach links specific impacts, such 
as the onset of death or serious injury, to specific level 
and time of exposure. The thresholds are usually 
established, using probabilistic methods, as levels at 
which or above which particular effects are expected 
to occur. Threshold levels for accidental airborne 
releases of toxic substances, static or dynamic thermal 
radiation, and overpressure have been calculated by 
various expert groups.

An overview is given in e.g. German report SFK-GS-
287. Their settlement is a matter of convention in every 
particular community.

For the purpose of safety report scenarios the end-
points indicated in table 2 may be used.

7	 SFK-GS-28 Toxicological data for scenario endpoints, 
	 http://www.kas-bmu.de/

“Top Event” : 
release of a hazar-
dous substances

Mitigation measures: 
Water Spray

Possible 
consequences: 
Toxic cloud
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Possible endpoints to be used in scenarios

Description of technical parameters and equipment 
used for the safety of installations

In connection with the risk assessment the technical 
parameters, the equipment used for safety and their 
fitness for purpose need to be justified. This activity 
is usually performed together with the identification of 
scenarios and the initiating events.

The safety report should discuss general criteria 
assumed (i.e. best available technology, good engi-
neering practice, qualitative or quantitative risk criteria), 
should give the reason why a method of presentation 
has been selected over and above other possible 
options, and in particular should describe:

•	 The criteria used to decide the degree of redun-
dancy, diversity and separation required for the 
prevention, control and mitigation measures;

•	 The reliability of components and systems and 
the efficiency of organizational measures;

•	 The functional calculations needed to confirm 
the capability of the measures to cope with the 
design-basis accidents (design criteria and load 
assumptions according to the relevant good 
engineering practice; time and order in which 
the measures become effective in relation to 
the process/accident evolution and the man-
machine interface etc.);

•	 Feedback from measures to the system as a 
whole; and

•	 Declaration of compliance with relevant national 
regulations and relevant codes of practice.

Prevention, control and mitigation measures of a haz-
ardous installation may include:

•	 Process control system including back ups;

•	 Fire and explosion protection systems;

•	 Devices for limiting the size of accidental 
releases, e.g. scrubbing systems, water spray;

•	 Vapour screens, emergency catch pots or col-
lection vessels, and emergency shut-of valves ;

•	 Alarm systems including gas detection;

•	 Automatic shut down systems;

•	 Inerting systems;

•	 Fail-safe instrumentation;

•	 Emergency venting including explosion panels;

•	 Fast shut-down and other emergency proce-
dures; and

•	 Special precautions against unauthorized 
actions related to the plant security.

 Hazard	                      Endpoint value

 Toxic load		          ERPG - 2 or AEGL-2
 Heat radiation		          1.6 8 or 39  kW/m2
 Explosion pressure	         0.1 or 0.05 bar

8	 e.g. Germany	
9 	 e.g. Austria and European Commission Joint Research Centre	
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Further details may be required of the safety relevant 
sections in accordance with the actual risk assess-
ment. This description should thus include a substantial 
amount of data significant from the process engineering 
and technical safety standpoint; and cover the safety 
systems as well. This may include:

•	 Flow charts and Piping and Instrumentation 
(P&I) diagrams10;

•	 Flow patterns and machinery/equipment needed 
in the processes; inventories and key dimensions 
of the containers and pipes shall be available if 
relevant;

•	 Process conditions, i.e., pressure, temperature, 
concentration (their safe operation ranges) and 
any relevant thermodynamic and transport prop-
erties at the successive steps of the process 
such as:

→	 Normal and maximum flows, consumption of 
reactants, production of intermediate/end-by-
products (e.g. overall and substance mass 
balances);

→	 Average or typical quantities normally or 
accidentally possible to be present, stored or 
in process;

→	 Formation conditions of by-products and 
unplanned accident products;

→	 Conditioning of the final products;

10	 Please consider the generic character of this term; there are various levels 
of information provided by P&I-diagrams of which not all may be suitable 
for safety report purposes.

•	 Instrumentation, control/alarm and other safety 
systems;•	Relevant qualitative and quantitative 
information on energy and mass transport in the 
process, i.e. material and energy balance:

→	 In normal running;

→	 In start-up or shut-down periods;

→	 During abnormal operations;

•	 Characteristic process conditions and substance 
state parameters (i.e., temperature/pressure / 
concentration/boil-off fluctuation etc.).
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2.5. SCL limitation of consequences and 
mitigation

The safety report should also clearly include informa-
tion which identifies any key mitigation measures 
resulting from the analysis that are necessary to limit 
the consequences of major accidents, namely:

•	 Description of the equipment installed in the plant 
to limit the consequences of major accidents;

•	 Organisation of alert and intervention;

•	 Description of resources that can be mobilised, 
internally or externally;

•	 Summary of elements described above neces-
sary for drawing up the internal emergency plan; 
and

•	 It is very important that there is a clear link 
between the consequences of scenarios 
identified and the measures of protection and 
intervention to limit the consequences of an 
accident.

Following general questions from the checklist are 
covered by the explanations provided below, sup-
plemented by some following questions which look for 
special critical points:

Q 2.5.1 Is the description of the equipment in the 
plant to limit the consequences of major accidents 
provided?

Q 2.5.2 Are the organization, responsibilities and 
procedures for emergency response described?

Q 2.5.3 Is the plan for training and information 
for personal and emergency response crews 
provided?

Q 2.5.4 Is the external equipment to limit the conse-
quences of major accidents described?

Q 2.5.5 Is the activation of external emergency 
response and co-ordination with internal response 
described?

Description of equipment

A description of equipment installed in the plant to limit the 
consequences of major accidents should be provided. This 
list should include an adequate description of the circum-
stances under which the equipment is intended for use.

Q 2.5.6 Does the equipment of emergency response 
crews compare with potential hazards?

Organisation of alert and intervention

The organisation for alert and intervention should be 
adequately described. This description should include:

•	 Organisation, responsibilities, and procedures 
for emergency response;

•	 Training and information for personnel and 
emergency response crews;

•	 Activation of warnings and alarms for site 
personnel, external authorities, neighbouring 
installations, and where necessary for the public;

•	 Identification of installations which need protec-
tion or rescue interventions;

•	 Identification of rescue and escape routes, 
emergency refuges, sheltered buildings, and 
control centres;

•	 Provision for shut-off of processes, utilities 
and plants with the potential to aggravate the 
consequences.
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Q 2.5.7 Has the identification of installations, which 
need protection or rescue intervention, been done?

Description of resources that can be mobilized

The safety report should contain an adequate descrip-
tion of all relevant resources, which will need to be 
mobilised in the event of a major accident. This report 
should include:

•	 Activation of external emergency response and 
co-ordination with internal response;

•	 Mutual aid agreements with neighbouring opera-
tors and mobilisation of external resources;

•	 Resources available on-site or by agreement 
(i.e., technical, organizational, informational, first 
aid, specialized medical services, etc.). 

Q 2.5.8 Are the elements necessary for drawing up 
the internal emergency plan provided?

Summary of elements for the internal emergency 
plan

The report should include a summary of elements 
described above that are necessary for the prepara-
tion of the internal emergency plan to deal with major 
accidents, or for foreseeable conditions or events that 
could be significant in bringing about a major accident. 
It may be useful to include or refer to the internal emer-
gency plan, which has been drawn up to comply with 
the regulations.

2.6. SCL Major Accident Prevention Policy 
(MAPP) and Safety Management System 
(SMS)

2.6.1 Major Accident Prevention Policy (MAPP)

The operator has to produce Major Accident Prevention 
Policy (MAPP) as a written document, which deals 
specifically with the overall objectives and general 
principles of the procedures for limiting the risk of 
hazardous incidents. The document should specifically 
include the following points:

•	 Formulation of a company policy, which states 
that the prevention of hazardous incidents and 
the limitation of the effects of hazardous inci-
dents that, despite all efforts, do occur is a high 
priority in the company objectives;

•	 Presentation of the basic approach to implement 
this objective, for example in the form of guide-
lines, which are part of company policy.

Trust is one of the most important pre-conditions for 
an effective safety management system. Managers 
are therefore advised to draw up company policy and 
the accompanying guidelines in conjunction with staff. 
The employees’ right of co-determination, which can 
be particularly valid in the case of working conditions 
regulations contained in the safety management 
system, must be respected. It is recommended that 
management signs the relevant documents. In addi-
tion to the company policies and any accompanying 
guidelines, MAPP must also state:

a.	 What risks of hazardous incidents are present in the 
establishment;

b.	 What provisions have been made for preventing 
these, or limiting their effects; and

c.	 In which way it is ensured that these measures are 
implemented properly.
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The answers to a. and b. are supplied in other sections 
of the safety report, particularly in the installation-
specific safety analysis. c. Refers to the presentation 
of the safety management system, which is dealt with 
in section that follows.

Q 2.6.1.1 Does the MAPP exist as a written 
document?

Corporate/company policies and guidelines

The operator should commit in an appropriate manner11  
that the prevention of hazardous incidents and the 
limitation of their consequences are part of the primary 
company objectives and have priority in the event of 
such an incident. The corporate policy is the basis for 
the measures outlined below. In larger companies, it 
may be appropriate to complement the corporate policy, 
which is usually formulated in rather general terms, with 
guidelines that show predominantly the company’s 
strategy for achieving certain protection goals.

The corporate policy should not only make clear what 
the company is trying to achieve externally, but above 
all focus on this towards his own staff. Therefore it is 
recommended that staff, or staff representatives, are 
involved in the policy formulation process from the 
beginning, and that the policy’s validity is confirmed by 
signatures of the company management.

Q 2.6.1.2 Does the senior management show com-
mitment to the MAPP, e.g. through signature?

Q 2.6.1.3 Has the MAPP been communicated to the 
workforce?

Q 2.6.1.4 Is the MAPP communicated to contractors 
and third parties undertaking activities on site?

11	 Either by including details in the written document, by referring to the rel-
evant documentation, or by including the documentation with the written 
document.

Hazard potential in the establishment

The basis of all considerations is the identification of 
possible hazards. The regulations emphasize on major 
accidents (hazardous incidents). Basic details for the 
identification and evaluation of hazards are supplied 
in the notification procedure, which should be included 
as a copy. A reference on this document principally is 
possible as well.

In this section it should be clarified which hazards can 
originate in the establishment. To do this, the possible 
hazards should be specified and evaluated with regard 
to their relevance to safety.

The following factors in particular should be taken into 
consideration:

Geographical location

Here, particular attention should be given to any neigh-
bouring residential areas, areas of particular sensitivity 
or interest and to factors specific to the location (earth-
quakes, floods, etc.).

Substances

A complete list of the dangerous substances and/or 
the relevant categories, specifying the quantity and 
physical form of each substance, is part of the notifica-
tion procedure. In this notification, the operator should 
name and describe the substances and their properties 
which are particularly relevant for the target of prevent-
ing major accidents. In addition to information on the 
quantity involved and the methods of handling, of 
particular importance are physical properties, technical 
data regarding safety, reactions properties, information 
on their effects, and possible threshold limit or assess-
ment values.
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Type of process or activity

The main activities in the establishment already form 
part of the notification. In this document the operator 
has to describe which installations or parts of those 
installations and which activities are important under 
the point of view of major accidents. The following 
points are important when assessing the hazard poten-
tial and can be taken into account:

•	 The technical purpose of the establishments/
installations including basic operations (physical or 
chemical transformations, interim storage of educts 
and products, handling of waste materials and 
waste gases);

•	 Characteristic process parameters of establishments/
installations (pressure, temperature, physical condi-
tions, reaction or kinetic parameters such as data 
on exothermic reaction enthalpies, autocatalysis, 
decomposition reactions, etc.) and their assignment 
to significant substance hold ups and mass flows. 
The Operators attention is drawn to the guidelines 
entitled “Recognizing and controlling exothermic 
reactions”12;

•	 The size, layout, type, construction and design of the 
establishment, for example storage facilities or pro-
cessing plants, which can be operated continuously 
or as batch processes. Another important aspect is 
whether the individual facilities are located in build-
ings, surrounded by enclosures or are open-air plants;

•	 Hazardous substances and their maximum quanti-
ties in each of the establishments/installations;

•	 Identification of the establishments/installations 
which are significant to safety, such as distillation 
columns, stirred reactors, furnaces, storage tanks, 
driers, pumps and pipes.

12	 TAA-GS-05 produced by the Technical Committee for Plant Safety (Tech-
nischer Ausschuss für Anlagensicherheit) for evaluating the safety related 
aspects of exothermic reactions. Visit: http://www.kas-bmu.de/

Technical and organisational measures to prevent or 
limit the consequences of major accidents

In this section, the operator should explain the basic 
measures proposed to reduce and control the hazard 
potential described in the previous section, and to limit 
the consequences of a hazardous incident. These meas-
ures can be of technical and/or organisational nature.

Reference should also be made, if applicable, to other 
relevant documents, such as licences, permits. It is, 
however, strongly recommended that the operator 
makes clear in this section, which priorities are set 
in applying the safety policy13 to meet the general 
obligations of the regulations, namely the preven-
tion of hazardous incidents and the limitation of their 
consequences.

The following factors may be important when determin-
ing and presenting technical safety- related measures:

•	 Safety-related construction and design characteris-
tics of installation components, such as the material 
used (e.g. steel, glass or graphite), as well as loca-
tion and overall design of these components;

•	 Safety-related maintenance at the establishment/
installation;

•	 State-of-the-art of safety technology, regulations, 
standards, guidelines, etc. which must be observed.

13	 For example: “single failure principle”, physical distance between the haz-
ardous area and protected goods, inerting.



35

Measures to prevent, and limit the effects of events 
which could cause major accidents, may include:

•	 Process control systems to prevent excessive pres-
sure or temperatures;

•	 Safe containment of hazardous substances;

•	 Safety valves;

•	 Measures to avoid explosive atmospheres (e.g. 
inertisation);

•	 Measures to avoid sources of ignition (for example, 
using electrical installations according to qualified, 
i.e. standardised, categories of explosion protec-
tion, grounding);

•	 Fire prevention measures;

•	 Defensive and constructional fire protection 
measures;

•	 Equipment of constructional explosion protection, 
such as rupture disks, explosion flaps and explo-
sion suppression systems;

•	 Rapid closure devices;

•	 Spillage-collection facilities;

•	 Sprinkler systems;

•	 Gas detectors; and

•	 Water/steam curtains.

The structure of the organisational measures is based 
on the principles for a Safety Management System 
(SMS), detail see chapter that follows of this guideline.

In general, the technical and organisational measures 
of the operator have to provide the premises of meet-
ing all legal requirements (laws, ordinances, accident 
prevention regulations, permits and legal conditions). 
This particularly includes measures, which guarantee 
that the operator’s documentation is in line with the 
current situation.

In contrast to the description as required in the safety 
report does not require the operator to provide a detailed 
description of a safety management system. However, 
he should clearly describe the fundamental elements 
of his safety organisation. This is resulting in significant 
differences between the requirements for larger and 
smaller companies. The simpler an establishment’s 
organisational structure, the less information needs to 
be included in the document.
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2.6.2 Elements of Safety Management System (SMS)

A safety management system (SMS) is a set of activi-
ties that ensures that hazards are effectively identified, 
understood and minimised to a tolerable level.

In this sense, it may be regarded as the transpo-
sition of the general goals identified in the Major 
Accident Prevention Policy (MAPP) into specific 
objectives and procedures.

As safety reports address major accidents deriving 
from hazardous substances the safety management 
system is a subset of the overall management system.

In practice a SMS consists of a compilation of written 
principles, plans, formal organisation charts, respon-
sibility descriptions, procedural recommendations, 
instructions, data sets etc. This does not mean that 
all of these documents do not have to be available 
in case of inspections but with respect to the safety 
report, most of them have the character of “underly-
ing documents”. Therefore for the purpose of a safety 
report, the description of the SMS is of a summarising 
character and should address the following subsets. It 
shall at least consist of:

•	 The major accident prevention policy (MAPP);

•	 An explanation of the relationship of the MAPP to 
the site-specific aims and safety-related objectives;

•	 Explanations in generic terms concerning how 
these objectives are met, especially with respect to 
consistency between the approaches followed and 
the measures taken.

The main relevance of the SMS is the setting of 
objectives for the concept of understanding the risk 
associated with the presence of dangerous substances 
and the selection of “lines of defence” – the risk analy-
sis in a broad sense. This leads to the image below 
as shown below, where the MAPP is embedded in the 
overall management system of a company or site. The 
MAPP sets the general goals for the SMS, the latter 
serving as basis for the risk/hazard analysis (as far as 
it concerns major accident hazards).

Figure 8 Relationship of the different parts of safety 
documentation

Overall management system

Major Accident Prevention Policy

Safety Management System

Risk Analysis
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Following group of questions from the checklist are 
covered by the description provided below:

Q 2.6.2.1 Is the organisation of the facility docu-
mented, the process safety related units roles and 
responsibilities clearly identified?

Q 2.6.2.2 Have processes for identifying and 
monitoring the process safety requirements on 
personnel and their roles and responsibilities been 
developed?

Q 2.6.2.3 Have processes for the identification 
of hazards and assessment of their risks been 
defined?

Q 2.6.2.4 Have processed been defined for the 
communication of the results from hazard identifi-
cation and risk assessment?

Q 2.6.2.5 Do processes exist for addressing 
changes in documents as a result of changes?

Q 2.6.2.6 Do processes exist for developing inter-
nal emergency plans?

Q 2.6.2.7 Do processes / procedures exist for train-
ing / drills related to the internal emergency plan?

Q 2.6.2.8 Are there complete processes and pro-
cedures in place for monitoring compliance with 
defined requirements?

Q 2.6.2.9 Does an accident reporting mechanism 
exist?

Q 2.6.2.10 Is a process defined for regular audits?

Q 2.6.2.11 How does senior management review 
the MAPP and the SMS?

Fundamental principles

The SMS is part of the implementation of the MAPP.

With a view to a holistic management system it is useful 
to link the SMS to other existing or planned manage-
ment systems in the company. If a holistic management 
system is already in place, the SMS should be integrated 
into it.

This allows the operator to take company specific factors 
into account, for example, the SMS can be integrated 
into existing managements systems which comply with 
e.g. ASCA-based systems, ISO 9000 ff, ISO 14001, 
EMAS, or can be built onto these, or can make use of 
other existing management structures. When imple-
menting an installation specific SMS, certain factors can 
be necessary in order to ensure that implementation 
takes place throughout the whole establishment. For 
integration of all management systems see also [20].

The safety report must demonstrate in a way that can 
be verified that the SMS at least complies with the 
requirements and procedures given in the following 
lines. Obviously, the SMS also has to meet all the condi-
tions necessary to fulfill all the legal requirements (laws, 
ordinances, accident prevention regulations, licences 
and legal conditions).
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Organisation and staff

Establishing the principal responsibility of the operator  

The operator, i.e. the management, is responsible for 
formulating the SMS and for ensuring it adheres to it . 
Responsibility can be delegated where appropriate, and 
if fully documented, particularly in the area of respect-
ing and fulfilling legal requirements and company 
regulations. However, delegating responsibility does not 
release the management from a regular monitoring and 
up-dating of the SMS.
If the company management comprises several 
people, a decision must be reached on who carries this 
responsibility. This does not affect the management’s 
overall responsibility.

Structural organization 

The structural organisation of the SMS must be 
detailed, providing a clear assignation of tasks, func-
tions and competences at the different levels of the 
company. Organisation charts and job descriptions are 
particularly suitable for this task.

At all levels of the company hierarchy, staff must know 
what exactly they are responsible for and what rules 
apply to the “interfaces” with the areas of responsibility 
of others. This means defining tasks, areas of respon-
sibility (where necessary with local delimitation), and 
liability within the organisation, with particular attention 
given to safety and how to deal with the risk of hazard-
ous incidents. When transferring such responsibilities, 
it is necessary to verify that the tasks can in fact be 
accomplished with the transferred authorisation.

Particular tasks, which must be covered by the SMS 
are:

•	 Respect of the legal requirements, including con-
ditions arising from licences, authorisations and 
permits;

•	 Respect of internal safety, procedural and working 
instructions;

•	 Ensuring management instructions become estab-
lishment practice (e.g. safety principles);

•	 Selection of suitable staff for the job;

•	 Staff training and regular safety-awareness training, 
involving third party companies and their subcon-
tractors in establishments;

•	 Monitoring behavior of both internal and contracting 
staff, to ensure that they are being safe;

•	 Immediate notification of any disruptions or identi-
fied hazards in their area of responsibility to the 
respective superior or any other person/body that 
may be responsible;

•	 Regular reports to the responsible superior regard-
ing disruptions and hazardous incidents;

•	 Any lack of safety, which has been identified in the 
installation or in the organization, and the measures 
planned or already implemented to resolve this, and 
organization and maintenance of the SMS.

The relevant regulations should include line organisa-
tion and the organisation of safety officers, and should 
also go into detail about how they are to cooperate.
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Establishment organization 

Details must be given of the principle used in the 
SMS to deal with establishment processes in order 
to comply with the regulations (particularly establish-
ment processes which cover more than one function 
or department). This covers establishment processes 
throughout the SMS, so detailed descriptions are not 
necessary in this section. However, the document must 
demonstrate that important establishment processes 
which are directly linked to the structural organisation 
are dealt with, in particular the question of delegating 
responsibility, which includes the constant availability 
of checking which function has been assigned to which 
management personnel.

Committees 

Where committees are set up as part of the SMS, it is 
necessary to describe their composition and respon-
sibilities, and also to address the issue of how they 
cooperate with one another and with other committees 
when necessary.

Qualifications and training 

The document should explain how the needs of the 
various groups for training, specific qualifications 
(particularly in the case of staff who have a role in 
plant safety, such as the safety officers), and further 
training are met within the framework of SMS; what 
routine procedures have been introduced; the focus of 
these routines; what is done to ensure that staff attend 
training, and what record is made of their attendance. 
Where third parties and subcontractors are used, it is 
necessary to explain how the contracting staffs are 
included in the system of training.

Involvement of staff and where appropriate of third
parties and subcontractors 

Staff and their representatives should be involved in 
planning and implementing the SMS. The documenta-
tion must show in what way staff knowledge has been 
used in each part of the SMS, and how staff are involved 
in defining and introducing technical and administrative 
safety measures (in order to increase the effectiveness 
and acceptance of these measures). In addition, details 
are to be given of how to include staff suggestions and 
advice on safety- related matters.

Where co-determination is affected, employee repre-
sentatives are to be involved. To increase the efficiency 
of the measures adopted, they should also be regularly 
included over and above the legally-required minimum.

The document must explain how the SMS provides for 
information on risks arising from certain sections of the 
establishment and safety measures to be passed on to 
temporarily employed staff, to outside companies and 
subcontractors if these are used. Procedures must 
be established which deal with coordination between 
external and internal staff (for example, release proce-
dures and keeping records), and also with the areas of 
responsibility and work supervision. It must also explain 
how subcontractors can put forward suggestions and 
advise the operator on safety related matters.
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Identifying and assessing the risk of hazardous 
incidents

The SMS must ensure that the potential for hazard-
ous incidents is identified and that the probability 
and severity of these incidents is assessed. Suitable 
systematic methods should be used to achieve this. 
All sections of the establishment, and where appropri-
ate external sources of potential hazards, are to be 
taken into account. Appropriate measures should be 
taken on the basis of the risk assessment. The safety 
examination for identifying and assessing risks should 
take place for all relevant planning and establishment 
stages of sections of the establishment, particularly 
installations. In doing this, both the establishment as 
defined by the normal operation and disruptions are to 
be considered. The SMS provides the more detailed 
definitions on which the identification and assessment 
of risks of major accidents are based.

If existing installations already have a system for 
safety evaluation and analysis, these can be used as 
a substantial part of the systematic identification and 
assessment of risks.

The company in question should establish in the 
SMS the general approach to complying with these 
obligations. The following points could be particularly 
significant when doing so:
•	 At what juncture or what times are procedures to 

identify and assess the risk of major accidents to be 
carried out?

•	 What methods will be used in each case and what 
will be examined?

•	 How are the results dealt with basically?

Examples of systematic methods for identifying poten-
tial risks are:

•	 PAAG or HAZOP procedures;

•	 “What if “ procedures;

•	 Checklists.

Systematic procedures for evaluating incident prob-
ability include, among others:

•	 Matrices (e.g., Zurich, Bützer);

•	 Indexing (e.g., Dow, MOND);

•	 Z-factor methods;

•	 Cause-consequence analysis;

•	 Analysis of course of events;

•	 Fault-tree analysis;

•	 Risk graphs as per German Industry Standards 
(DIN)19250;

•	 Metric method;

•	 In which way is up-dating of the methods ensured?

•	 Who carries out the examination?
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It is advisable to always have a team carrying out 
the examination. There should be fixed requirements 
regarding the knowledge and skills of people employed 
to do this:

•	 How can staff be involved?

•	 How can findings and information from relevant 
breakdowns and hazardous incidents within the 
plant and at other plants be used in the examination?

•	 Where does information from audits and other 
monitoring come in?

•	 How are the results to be written updated?

•	 How are the results dealt with basically?

Particular attention should be given to:

•	 Action to be taken as a result of the findings;

•	 Responsibility for implementation;

•	 Follow-up;

•	 Informing staff, and where appropriate other opera-
tors and the authorities about the results;

•	 Measures to be taken in the area of training; and 
overall use/application of the findings.

Establishmental control (monitoring the operator)

General remarks 

The SMS must ensure that for all safety-related 
procedures:

•	 There are written work and operating instructions;

•	 Staff are informed in writing or orally in an appropri-
ate way;

•	 The work and operating instructions are exercised 
in practice where necessary; and

•	 Are monitored, to see whether they are reasonable 
and viable, and whether they are obeyed.

The inclusion of temporarily employed staff, outside 
companies and subcontractors should be taken into 
consideration when drawing up work and operating 
instructions. When drawing up this section of the SMS, 
it is important to remember that work and operating 
instructions are required under a number of other 
national regulations.
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Work and operating instructions 

Work and operating instructions can be related to the 
workplace, the activity, or the substances handled. 
According to context and validity, they should resolve 
the following issues in particular:

•	 Competence and responsibility;

•	 Start of the installation or facility;,

•	 Normal operation of installations, facilities and work 
materials;

•	 Handling of hazardous substances and preparations;

•	 Recognising disruptions, procedure for establishing 
the cause and both methods and responsibility for 
resolving the disruptions (return to normal operation);

•	 Fixed-term or special operating circumstances;

•	 Operation during maintenance and cleaning;

•	 Close down of the installations and facilities under 
normal conditions;

•	 Procedures for installation stoppages; and

•	 Orocedure in the event of operational disruptions 
and in emergencies, including emergency stop-
pages, first aid procedures and appropriate disposal 
of wastes.

Where there are extensive procedures and protection 
measures, it has always been worthwhile to expand 
work and operating instructions with checklists or 
step-by-step lists (where this is not provided for by a 
process control system).

The SMS has to ensure that work and operating 
instructions:

•	 Address all the relevant findings from the 
“Identification and assessment of the risk of 
hazardous incidents;

•	 Are amended or renewed each time processes, 
establishments or working arrangements are 
modified, or when pertinent legal requirements are 
altered;

•	 Even without this kind of external necessity, are 
regularly reviewed and updated, making use of 
operating experience;

•	 All the necessary information for the safe operation 
of the installation and facilities are available to staff 
in comprehensible form and language and

•	 Are available at all times to all staff directly or 
indirectly affected, and contain regulations for 
shift handovers in accordance with the legal 
requirements.
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Training 

The SMS should ensure that not only there is regular 
training on the content of the operating and working 
instructions, but special instructions are provided:

•	 Before new or modified installations, facilities or 
work materials begin to operate;

•	 Before new or transferred staff take up related 
functions;

•	 Before processes, establishments or working 
arrangements are modified;

•	 Before different substances or operating media are 
used;

•	 Before major disconnections, closures or other 
activities which are particularly hazardous;

•	 After incidents involving accidents, damage or 
emissions;

•	 When legal requirements have an effect on 
establishment processes; and

•	 In the event of any other changes which have to 
be made to the operating and work instructions, for 
whatever reason. In addition to specific instruction, 
further training activities can be useful, and even 
necessary.

 Safety implementation of modifications

This section of the SMS includes both modifications in 
the strict sense of the term (planned, or necessary at 
short notice because of special circumstances), and the 
planning of new installations within the establishment. 
To cover the full establishment life of an installation, 
a procedure or a storage plant, this should consider 
construction and commissioning (as the meeting point 
between planning and establishment), maintenance 
and also closure and dismantling.

The SMS should address the following points in 
particular:

•	 The competences/responsibilities and procedure 
for the safe implementation of modifications in the 
broader sense of the term, as defined above, are to 
be established in writing;

•	 Defining which modifications have an impact on 
safety. For this purpose an evaluation procedure 
has to be defined. In doing this, it is advisable to 
consider all of the modifications in the context of 
the SMS at first, but to make the effort needed to 
prepare, approve and implement the modifications 
dependant on the relevance to safety. For example, 
a list of modifications could be drawn up, based on 
operating experience, which the manager, foreman 
or even the shift leader could authorise themselves;

•	 Ensuring that modifications during the operating 
period remain within the limits of the relevant per-
mits, or that appropriate notice of modification or 
authorisation is given in time;

•	 Tracking the legal requirements and legislation as 
well as the state of the art with regard to potential 
consequences for the planning, establishment or 
decommissioning of installations, processes or 
storage facilities. Establishing areas of competence 
and communication channels;
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•	 Establishing how the findings from the identification 
and assessment of the risk of hazardous incidents, 
of near misses and of unsafe circumstances can be 
taken into account when making new plans, modifi-
cations and decommissioning;

•	 Considering the possible consequences of modifica-
tions for general systems, such as pipeline systems 
for raw materials, energy supplies, disposal facili-
ties and other infrastructural establishments and 
emergency organisations;

•	 Ensuring that when the establishment is con-
structed and taken in operation, the implementation 
conforms to the plans;

•	 Establishing safety measures and controls for 
implementing the modifications and for test runs;

•	 Providing information and training for staff, and 
where necessary, for external staff concerned or 
staff from adjoining installations;

•	 Documenting the modifications, including revising 
the operating documentation and any documenta-
tion available to the authorities;

•	 Monitoring possible consequences of the modifica-
tions and implementing corrective measures in the 
event of unforeseen harmful consequences for 
working conditions and environmental protection;

•	 Monitoring decommissioned installations until they 
are disassembled, including retaining expert knowl-
edge regarding the installation and the substances 
present;

•	 Proper disposing of the remaining contents of 
the installation, of any objects created during the 
disassembly, and of the disassembled installation 
components.

Emergency plans

General remarks 

Internal emergency plans are to be produced in line 
with the requirements set out in annex IV of the Seveso 
II guidelines. The information required for external 
emergency plans is to be provided to the competent 
authorities.

Staff is to be involved in drawing up the internal 
emergency plans. The public must be involved when 
devising external emergency plans.

Implementing the emergency plans 

This section of the SMS contains a description of the 
procedure for identifying foreseeable emergencies, 
and for drawing up, testing and reviewing the internal 
emergency plans (alert and disaster control plans), 
and for the identification and passing on of informa-
tion required from the operator for drawing up external 
emergency plans.

The SMS should determine the following, in particular:

•	 The procedure for identifying foreseeable emergen-
cies, based on a systematic analysis (scenarios). 
This must ensure that all installations and storage 
facilities are systematically examined for potential 
technical, organisational or human failures, which 
could cause an emergency situation;

•	 The group of people who will carry out this analysis. 
Teamwork is recommended. In the event of insuf-
ficient internal expertise, outside resources have to 
be brought in;

•	 The different competences for carrying out the 
analysis, and for devising, testing and reviewing the 
resultant emergency plans;
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•	 The procedure for devising internal emergency 
plans.

The following issues must be resolved:

•	 Areas of responsibility, including the procedure for 
handing over these responsibilities from one person 
to another;

•	 Participants (a team is recommended for this as 
well; staff must be included);

•	 Documentation;

•	 Updating documentation;

•	 Informing and training staff and other workers, and 
the internal hazard prevention organisations;

•	 Providing information to the external hazard preven-
tion organisations and, where appropriate, those 
inhabitants who are affected;

•	 Identifying the safety equipment, resources, com-
munication links needed by staff and by the crisis 
committee, if there is one.

Testing the emergency plans particular attention should 
be given to establishing the following:

•	 Responsibilities for setting up a plan for drills, and 
for carrying out and evaluating drills;

•	 Establishing those groups to be involved in the drills, 
with particular consideration of the staff, external 
assistance organisations and agencies, hazard 
prevention organisations and where appropriate, 
the inhabitants;

•	 Reviewing the emergency plans.

In doing this, the following issues must be resolved:

•	 Responsibilities;

•	 Intervals at which routine review takes place;

•	 The criteria for an immediate review (for example, 
based on the experience of drills and real accidents, 
a change in requirements or resources for exter-
nal hazard prevention organisations, assistance 
organisations and agencies, changes in the law);

•	 Identifying, working on and conveying the informa-
tion required for drawing up external emergency 
plans (Planning data).

To do this, the following issues must be resolved:

•	 A decision regarding co-establishment with the 
authorities and external hazard prevention organi-
sations by identifying the information needed;

•	 Responsibilities for identifying, compiling and com-
municating this information to the authorities,

•	 Responsibilities for keeping information up-to-date;

•	 Responsibilities for maintaining constant contact 
with the authorities regarding this matter.
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Quality assurance (monitoring the effectiveness of 
the SMS)

General remarks 

Part of the SMS’s role is to constantly monitor the effi-
ciency of the policy, the SMS and the safety measures. 
The results of this monitoring are to be compared with 
the safety targets that had been set. In particular, this 
includes:

•	 An active monitoring of whether the plans and tar-
gets, which had been set were achieved;

•	 Whether safety measures are implemented so as to 
be preventative, rather than only being taken after 
hazardous incidents or accidents;

•	 Precautions to be taken to record disruptions to 
normal operation that could endanger the public 
and the neighbouring area, or where the findings 
could help to improve establishment safety;

•	 For notifying the operator as appropriate, and for 
investigating these accidents (reactive monitoring).

Active monitoring 

Active monitoring covers all elements of the SMS. 
This includes in particular examining the construction 
and establishment of safety-critical sections of the 
installation; constant monitoring of installation safety 
and regular maintenance under safety-technological 
aspects; taking the required safety precautions to avoid 
operating errors; preventing wrong action by providing 
appropriate operating and safety instructions, and by 
means of training; and also monitoring behaviour to 
ensure that it is safety compliant.

The examination, monitoring, maintenance and pos-
sible reparations are to be documented.
In existing systems for recording suggested improve-
ments, comments on how to increase safety should 
be particularly encouraged. If appropriate, this kind of 
system should be introduced.

Reactive monitoring, learning from accidents 

An effective system for reporting all accidents and other 
safety-related incidents, including “near misses” is to 
be provided, and should be initiated in accordance with 
standardised requirements. An investigation procedure 
is also necessary, which must be capable of identifying 
not only the direct causes, but also all the fundamental 
failures, which led to the incident (root causes).

The SMS should contain precautions that give particular 
attention to disruptions in safety equipment (including 
establishment disruptions and organisational errors).

These must be investigated and analysed in an appro-
priate manner, and lead to measures to ensure that the 
experience gained from the disruption will be used in 
the future (including making the information available 
to the staff responsible).
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The findings from accidents, near misses, unsafe 
circumstances and unsafe behaviour should be sys-
tematically recorded, evaluated and made available 
for the purpose of sharing experiences. If appropriate, 
organisational procedures must be refined under the 
light of the new experience. Those modifications are 
to be reviewed. These experiences should not be used 
within the company only, but should be made available 
to others. Vice versa experiences from other companies 
or open sources e.g. accident data basis14 should be 
collected regularly and evaluated for the own need. The 
operator has to establish who is responsible for initiating 
the investigations and for taking remedial action in the 
event of a failure to observe SMS principles. In particular, 
a revision of the instructions or of the system should be 
considered, if this can prevent a repetition of the incident.
It is necessary to ensure that relevant information 
gained through the monitoring activities is included 
as an important element of the audit and evaluation 
procedure (see below).
 
Monitoring and analysis (audit and review)

General remarks 

In addition to the monitoring detailed in previous sec-
tion, the operator should undertake regular reviews 
(audits) of his policy and his safety management 
system. The results of the review are to be evaluated. 
The policy and the safety management system are to 
be optimised on the basis of this evaluation.

14	 See references [28] and [29] in literature part.

Audits 

The audit aims to ensure that organisation, processes 
and procedures – regarding their definitions and their 
actual implementation – are in line with the major-
accident prevention policy and the SMS, and also with 
both external and internal requirements. The audit’s 
results should be used to determine what improve-
ments should be made to the individual sections of the 
SMS and to their implementation.

In principle, it must be possible for independent third 
parties to carry out the SMS audit.

Audit plan 

The operator should draw up and use an audit plan. 
This plan should be reviewed at appropriate intervals, 
and should contain the following:

•	 Details of the areas and activities to be audited;

•	 The frequency of the audit for each of the areas in 
question;

•	 Who is responsible for each audit;

•	 Details of resources and staff that are required for 
each audit, providing for the necessary expertise, 
independence and technical support (see below);

•	 The audit protocols to be used (what questionnaires, 
checklists, open and/or structured interviews, 
measurements and observations can be included);

•	 The procedure for reporting the findings of the audit;

•	 The follow-up procedure (using the audit to improve 
the SMS);

•	 Who is responsible for maintaining the audit 
system?
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Requirements to be met by the auditors
and their activities 

The auditors and their activities are required to comply 
with the adopted national or international standards, 
(e.g. German Industry Standard (DIN) EN ISO 8402 
and DIN ISO 10011 sections 1-3 are to be applied as 
appropriate) for instance:

•	 Unbiased execution of duties;
•	 Examination of whether safety-related legal require-

ments are being observed;
•	 Collection and analysis of sufficient relevant evi-

dence to be able to come to a conclusion regarding 
the system being audited;

•	 Attention is to be paid to indications suggesting a 
factor, which may influence the audit findings and 
which may make further reviews necessary;

•	 Interviews are to be held with staff from various 
levels in the company hierarchy and with various 
functions, to review the implementation of the SMS 
and the appropriateness of the major-accident pre-
vention policy, paying particular attention to the staff 
from areas of particular significance when evaluat-
ing the SMS, such as worker representatives and 
company representatives.

The following conditions must be met when carrying 
out the audit:

•	 Adequate documentation and other information 
must be available for evaluating the effectiveness 
of the SMS;

•	 Adequate examination of the system;

•	 Adequate staff training;

•	 Adequate participation by the staff/works council.

Review 

The review is to be understood as an essential inves-
tigation by the company management, in which the 
major-accident prevention policy and all aspects of 
the SMS are to be reviewed at appropriate intervals in 
order to ensure that they are in agreement. The findings 
of the monitoring) and of the audit are to be specifi-
cally included. This review should provide information 
to determine whether the policy or the objectives 
themselves need to be modified. It should also resolve 
the issue of allocating resources for implementing the 
SMS and should take into account changes in terms 
of company organisation, technology, standards and 
legislation.

In particular the SMS should establish:

•	 Areas of responsibility within the management;

•	 Deadlines;

•	 Documentation, including the distribution of the 
report; and

•	 Action to be taken.

It is advised to carry out the review, the evaluation 
and the decision whether to continue with the 
policy and SMS at management level, and to docu-
ment it.
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